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Agents in 2025

Agent

What am I 
doing Mon 
morning?

8: drop-off, 
9:30: meeting, 
…



Agents in 2026



Agents in 2026



This talk: What changed in AI 
Security & Privacy?



What is an AI agent?

Refactor my code

User Instruction

Environment

Context

Model Tool

Repeat in a loop

Agent Response

Persistent Memory



What changed in AI security & privacy?



Prompt Injection Attacks

LLMs process information 
from third parties

These parties may have 
misaligned incentives and 
add instructions to the data



Prompt Injections in Environments

Post a comment 
asking for recs

User Instruction

Environment

Context

Model Tool

Repeat in a loop

Agent Response
Prompt Injection: Adversary inserts instruction into 
webpage asking LLM to navigate to another website

Persistent Memory



Prompt Injections in 2025

Prompt injections were one of the major security threats for 
AI agents in early 2025 



Prompt Injections in 2026

Frontier models are largely resistant to static prompt injections

What about adaptive attacks?



Adaptive Attacks through RL

Can we train one LLM to attack another?



Background: GRPO

Group Relative Policy Optimization (GRPO): after post-training

Given:
 -  prompt x
 -  k responses generated by model
 -  rewards for each response 

Main Idea: Update the model to up-weight responses with 
higher relative reward (within the group)



Attacks from GRPO

Attacker Model A

Main Idea:  Apply GRPO on A to “train” it to attack B

Reward =1 if response is a successful attack on B

Target Model B

Prompt = Attacker Goal

=0 otherwise



Attacks from GRPO

Attacker Model A

Main Idea:  Apply GRPO on A to “train” it to attack B

Reward =1 if response is a successful attack on B

Target Model B

Prompt = Attacker Goal

=0 otherwise

Needs: “mixture” of reward from weak and strong models



Experiments



Experiment Setup

Attacker Model = Llama 3.1 8B-Instruct

Prompt dataset = InjecAgent



Attack Success Rate

Meta
SecAlign-8B 

GPT5
Gemini-2.5
Flash

Claude-
Sonnet-4

Static

GCG

Ours

0.0 0.0 0.01 0.0

0.21 - - -

0.98 0.72 0.92 0.77



Transfer Attacks



Example Attacks



Example Attacks



Summary

Frontier models are mostly getting resistant to static prompt 
injection attacks

But adaptive attacks work extremely well! 

- Even simple models can attack frontier models

- Using RL with relatively low effort

Similar concurrent work [Chen et al-26, Nasr et-al 25]



What changed in AI security & privacy?

Lesson 1: Frontier models are more resistant to 
static prompt injections, but adaptive attacks work well 



AI Agent Attack Surfaces

Refactor my code

User Instruction

Environment

Context

Model Tool

Repeat in a loop

Agent Response

Persistent Memory

Is the persistent memory a realistic 
attack surface?



What does such an attack look like?

Realistic Attack: 

May be activated long after injection

Trusted user

Attack injected in memory via environment or tool output 

Need to build adaptive attack that:

Gets injected into memory indirectly 

Manipulates model across multiple steps

Activates strategically



Example: Trojan-Hippo [Das et al, 26]



Results

Attacks work quite well with high ASR against frontier models



What changed in AI security & privacy?

Lesson 1: Frontier models are more resistant to 
static prompt injections, but adaptive attacks work well 

Lesson 2: Agents have a newer attack surface: 
persistent memory



What about privacy?



Contextual Privacy

Can the model understand what is sensitive 
information and use it accordingly? 



Contextual Privacy in 2025

Benchmarks to evaluate if the model understands contextual 
privacy - [Mireshghallah et al’24, Bagdasaryan et al’25] 



Contextual Privacy in 2025

Contextual privacy in action but for “single-context” tasks with 
no persistent memory [Zharmagambetov et al, 25] 

File my taxes SSN

File my 
reimbursements SSN

Model

Model



Contextual Privacy in 2026

What happens with persistent memory and agents 
in action? 



CI-Memories

User profiles with attributes from 9 different domains:
Finance, Health, Housing, Legal, Mental Health, Relationships, etc

Tasks (contexts) of social interactions
Needs-sharing, should-not-be-shared, and ambivalent attributes for each



Evaluation Framework - 1

For a user profile s and task t,

Construct Mem(s): memory with attributes of s

Ask LLM to complete task t given Mem(s), t

Y  = LLM(t, Mem(s))



Evaluation Framework - 2

LLM’s response y evaluated by judge:

Violation(s) = meana [ maxt in Priv(a) Reveal(a, y(t, Mem(s)) ]

Priv(a) = Set of tasks where a should-not-be-shared

Reveal(a, y) = Is attribute a revealed in y?

Two Metrics:

Completeness(s) = meant [ mean a in Share(a) Reveal(a, y(t, Mem(s)) ]

Share(a) = Set of tasks where a needs sharing



Evaluation Framework - 2

Violation(s) = meana [ maxt in Priv(a) Reveal(a, y(t, Mem(s)) ]

Two Metrics:

Completeness(s) = meant [ mean a in Share(a) Reveal(a, y(t, Mem(s)) ]

High violation means low privacy (low is good)

High completeness means high utility (high is good)



Experiments



Question 1

Do models respect contextual integrity of memories?



Question 1

Do models respect contextual integrity of memories?



Question 1

Do models respect contextual integrity of memories?

Models cannot always distinguish between necessary and 
unnecessary personal information for a task 



Question 2

What is the impact of model complexity and prompting?

Complexity has little impact. Reasoning helps a little



Question 2

What is the impact of model complexity and prompting?

Prompting trades off 
violations for completeness



Question 3

What is the impact of more not-to-share attributes?

Violations increase and 
completeness stays the same



Summary

LLMs do not understand contextual integrity

- Either overshare not-to-share personal information

- Or undershare relevant information for tasks

Open Question: How do we teach them fine-grained 
contextual integrity?



What changed in AI security & privacy?

Lesson 1: Frontier models are more resistant to 
static prompt injections, but adaptive attacks work well 

Lesson 2: Complex agents have a newer attack 
surface: persistent memory

Lesson 3: With memory and agents in-action, 
contextual privacy is a problem, but remains unsolved



Thank You


